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Local authentication is the first line of defense in Windows environments, yet common recovery tools
and forensic techniques can be exploited by attackers when defensive mechanisms are not properly
configured. This research evaluates several Windows local authentication recovery scenarios, including
offline SAM hash extraction, recovery-environment abuse, an

d Credential Guard bypass attempts, under different security configurations. Using a controlled Windows
10 testbed, we measured which credential-recovery methods succeed against full-disk encryption
(BitLocker), Trusted Platform Module (TPM) protections, Secure Boot, virtualization-based security
(VBS), and Credential Guard. BitLocker with pre-boot authentication effectively prevented offline hash
attacks, Secure Boot blocked unauthorized boot code, and Credential Guard isolated NTLM and Kerberos
credentials from memory-based extraction. Misconfigurations such as disabled encryption or VBS
allowed several recovery techniques to succeed. The study presents a comparison of recovery methods
against defensive controls, identifies where Windows security features still leave gaps, and offers
practical recommendations, including enabling BitLocker, Secure Boot, a pre-boot PIN, and VBS, to
minimize credential exposure. The results indicate that layered Windows defenses, hardware TPM,
Secure Boot, BitLocker, and Credential Guard combined, substantially reduce the risk posed by local
credential-recovery attacks. These findings are intended to help students, administrators, and security
practitioners understand effective Windows security configurations and the practical limits of built-in
recovery features under adversarial conditions.

Windows authentication, credential recovery, BitLocker, Secure Boot, Credential Guard, LSASS, offline
attacks, local administrator, Windows Recovery Environment

1. Introduction

Windows remains the dominant desktop operating

theft from a stolen or physically accessed disk [6], while
Credential Guard uses VBS to isolate NTLM password
hashes and Kerberos tickets inside a protected memory

system worldwide, a position that makes it a primary target
for attackers seeking unauthorized system access [1]. In
most intrusions, the adversary's central goal is to obtain
account credentials rather than to exploit a specific software
flaw. MITRE's ATT&CK framework treats "Credential
Access" as a distinct tactic, reflecting how routinely
attackers attempt to steal passwords, password hashes, or
Kerberos tickets once inside a system [2], [3]. Because
identity verification functions as the first line of defense in
any modern computing environment [4], protecting the
mechanisms behind Windows authentication is not a
peripheral concern, it is foundational to system security as a
whole.

Microsoft has responded to this threat landscape by
building a layered authentication architecture. Long-
standing components, the Local Security Authority (LSA),
the Security Accounts Manager (SAM), and the NTLM and
Kerberos protocols, now operate alongside newer
protections:  full-disk encryption through BitLocker,
hardware-backed key storage in the Trusted Platform
Module (TPM), UEFI Secure Boot, virtualization-based
security (VBS), and Credential Guard [5]. BitLocker, for
instance, encrypts entire system volumes to prevent data
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space, placing them largely out of reach of conventional
extraction tools [7].

The remainder of this paper proceeds as follows. Section
2 describes the experimental methodology and the
evaluation criteria applied to each recovery scenario. Section
3 reports the results, supported by comparison tables of
techniques, defenses, and outcomes. Section 4 discusses
these findings in light of existing Microsoft and NIST
guidance.  Section 5 concludes with practical
recommendations for administrators and students seeking to
reduce local credential exposure.

2. Research methodology

This study relied on a hands-on experimental evaluation
performed on a virtualized Windows 10 Pro (version 22H2)
machine. All tests ran inside VMware Workstation 17, with
the guest environment configured as summarized in Table 1.
Across experiments, we varied four security settings:
BitLocker (disabled, TPM-only, or TPM plus PIN), Secure
Boot (enabled or disabled), WinRE pre-boot authentication
(enabled or disabled), and Credential Guard/VBS (enabled
or disabled). Consistent with a realistic threat model, the
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attacker was assumed to hold either local administrator
privileges or physical access to the machine.

Table 1
Experimental environment

Component Specification / Setting

Host OS Windows 11 Pro, VMware
Workstation 17

Guest OS Windows 10 Pro 22H2
(64-bit)

Hardware 4-core virtual CPU, 16 GB
RAM, 80 GB virtual disk

VM Security Settings VT-x/AMD-V  enabled,
UEFI firmware

For each scenario, the machine was first prepared with
the target security configuration, after which each recovery
technique described below was attempted. Table 2 lists the
evaluation criteria applied throughout: whether the
technique succeeded, the type of credential or secret
obtained, the approximate effort required, the security
feature (if any) that blocked the attempt, and the resulting
residual risk. All techniques relied on freely available tools
or built-in Windows features; no proprietary or exploit-
based methods were used. Four scenarios were evaluated.

Offline SAM hash extraction involved using WinRE or
a bootable USB drive to load tools such as ntdsutil or chntpw
and dump the SAM database to recover password hashes.
WinRE-based TPM reset involved booting into the WinRE
command prompt to clear the TPM owner password and
subsequently read DPAPI-protected vaults that would
normally require that key. Credential Guard bypass involved
disabling VBS at the firmware level, or physically removing
the disk, in order to examine memory or volume contents for
plaintext or hashed secrets. UEFI and bootloader
compromise involved attempting to install a rootkit or a
malicious bootloader, a scenario that requires Secure Boot to
be disabled beforehand.

Table 2
Security evaluation criteria

Criterion Description
Credentials/secrets
recovered (Yes/No)
NT hash, Kerberos ticket, or
DPAPI secret
Estimated time and attack

Success of Recovery

Recovered Data

Time / Effort h

complexity

Security features preventing
Blockers recovery

For every scenario, we recorded whether authentication
data, a password, hash, or LSA secret, was obtained, and we
noted the primary security mechanism, if any, that prevented
the attack. All experiments were carried out on our own
devices under our institution's ethics policy, and no private
or third-party data was accessed at any point.

3. Results and Discussions

Each recovery method was applied systematically, and
the outcomes were recorded across three summary tables.
Table 3 compares the recovery techniques against the
protective configurations under which they were tested.
Table 4 compares the relevant Windows security features in

terms of what they protect and where their known limitations
lie. Table 5 provides an overall risk assessment for the main
threat conditions identified during testing.

Table 3

Recovery technique comparison
Scenario | Recovery | Risk Defense
Offline Local account -
SAM Yes compromise BitL.ocker
UEFI. Yes System . Secure Boot
rootkit compromise

. PIN +
et | Y| egomre | DI
P WinRE

G Yes LSASS dump | VBS + CG
bypass
TPM TPM key
reset Yes theft TPMPIN

It should be noted that Table 3 reflects outcomes under
the specific column condition described, for instance, the
offline SAM row assumes BitLocker is absent. When
BitLocker, Secure Boot, and VBS are enabled together, both
offline SAM attacks and credential extraction from memory
fail consistently.

Table 4
Windows security feature comparison
Feature Protection 'V!a"ﬁ .
Limitation
. Offline disk Needs TPM +
BitLocker protection PIN
Windows Hello ISOeé:iLrJ]re local Local PIN only
. Protects .
Credential Guard credentials Requires VBS
. Needs UEFI
Secure Boot Stops bootkits support
WinRE Rec_overy Must be
environment secured

Across the experiments, BitLocker proved to be the
single most decisive control. With BitLocker enabled under
a TPM-plus-PIN configuration, no offline SAM or DPAPI
recovery attempt succeeded; the data remained encrypted
throughout [6], [10], and even an attacker with
administrative rights could not boot a recovery environment
without supplying the correct PIN. With BitLocker disabled,
or with the key already known, recovering the SAM or
DPAPI secrets required little effort. This is consistent with
Microsoft's own description of BitLocker as a control that
renders data inaccessible without the appropriate key [6],
[10].

Secure Boot behaved just as consistently, blocking every
attempt to load unauthorized boot code. Once Secure Boot
was disabled in firmware, however, we were able to install a
custom bootloader and bypass Windows authentication with
relatively little difficulty; re-enabling Secure Boot closed
this avenue entirely [9]. A related pattern held for the TPM
reset scenario; attempts to clear the TPM owner via WinRE
only produced results when the TPM itself was not already
protected by a BitLocker PIN.
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Residual Risk When Windows Defenses
Are Missing or Misconfigured

Very High
Very High

High

Medium

Medium

Residual Risk Level
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Very Low

No orweak  Secure Boot VBS/ WinRE Outdated 0OS /
full-disk disabled Credential enabled unpatched
encryption Guard without a PIN system
disabled
Il veryHigh [ High Medium [l Low [l VeryLow

Fig. 1. Overall risk assessment when defenses are
missing or misconfigured. Weak or absent full-disk
encryption carries the highest residual risk, followed by
disabled Secure Boot and disabled VVBS / Credential
Guard

Figure 1 summarizes the residual risk associated with
each missing or weakened layer of defense. Weak or absent
disk encryption carries a very high risk rating, since it allows
an attacker to crack the SAM database offline and recover
essentially all local passwords; disabling VBS or Credential
Guard carries a similarly high risk of credential theft. Taken
together, these results demonstrate that combining
BitLocker, Secure Boot, and VBS/Credential Guard
neutralized every recovery attack attempted in this study.

Discussion

These experimental findings align closely with existing
Microsoft and NIST guidance [11]. UEFI Secure Boot is
explicitly designed to ensure that a device boots only
software trusted by its manufacturer [9], which matches our
observation that Secure Boot completely blocked every low-
level boot attack attempted. BitLocker's stated design goal,
providing encryption for entire volumes in order to mitigate
data theft [6], was likewise confirmed: every scenario in
which credentials were successfully recovered involved
either disabling or circumventing BitLocker. When
BitLocker was active with a TPM-plus-PIN configuration,
encrypted volumes stayed protected even under full physical
access, and encrypted files remained unreadable without the
correct key [10].

In short, the data collected here show that modern
Windows security features perform well against offline and
local attacks when they are correctly configured: BitLocker
stops offline hash-cracking [6], [10], Secure Boot stops
bootkits [9], and Credential Guard stops in-memory
credential harvesting [7]. What residual risk remains is
driven mainly by human and configuration factors, forgotten
PINs, default settings left unchanged, or features disabled for
convenience, a pattern broadly consistent with prior security
literature emphasizing hardware-rooted trust and the
inherent limitations of password-based recovery [12], [13].

4. Conclusion

This study systematically evaluated Windows local
authentication recovery techniques against current defensive
mechanisms, implementing realistic attack scenarios in a
controlled environment and measuring their success. Four
conclusions follow from the results. First, full-disk
encryption through BitLocker with a pre-boot PIN is
essential; it eliminated every offline recovery attack tested
[6], [10]. Second, UEFI Secure Boot must remain enabled to
prevent bootloader and rootkit compromise [9]. Third,
virtualization-based isolation through Credential Guard is
highly effective against in-memory credential theft [7].
Fourth, built-in recovery tools such as WIinRE pose a
genuine risk when left unsecured, since they can be abused
to reset the TPM and access otherwise protected credential
stores.

By combining hands-on experimental evaluation with a
security-focused analysis, this work offers practical insight
into how Windows authentication can be protected in
practice. The results show that Windows already provides
strong protections, but that these protections must be applied
correctly, otherwise, attackers can still exploit the very
recovery features meant to help legitimate users. Future
work could extend this analysis to recovery mechanisms on
other platforms, such as macOS recovery mode or Linux
initramfs-based recovery, or examine network-based
credential protocols within a similarly defensive framework
[14].
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