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Security issues in IP-based communication networks

A.Sh. Khurramov!®2

ITashkent state transport university, Tashkent, Uzbekistan

Abstract: This article examines the structural reliability and cyber resilience of IP-based rapid technological
communication networks in railway sections, particularly using train dispatcher communication systems
as an example. A logical-functional model was developed for multiple stations, demonstrating that the
overall reliability of the rapid technological communication network directly depends on the coordinated
operation of all its elements. Simulation experiments conducted in the MATLAB environment revealed
that DoS (Denial of Service) attacks can significantly reduce network performance, increasing packet
loss threefold and latency fivefold. To address these issues, scientific and technical solutions such as
traffic encryption, strengthening QoS mechanisms, implementing real-time monitoring systems,
optimizing resources, and using firewalls were proposed. Practical implementation of these measures
improved the readiness coefficient of the rapid technological communication network, ensured
compliance with international information security standards, and strengthened both the safety and

stability of train traffic in railway sections.
IP communication networks; rapid technological communication (RTC); railway communication;
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1. Introduction

The IP communication network technology must
become a ready-made solution and be able to provide full
functional services; however, there are many technical and
legal issues and problems. These aspects can be roughly
divided into three groups [1]:

- development of technology and equipment;

- legal aspects of management;

- ensuring security.

Improving the equipment of information exchange
systems is carried out in different directions. First of all, this
involves the development of the concept of Session Border
Controllers (SBCs). These are software and hardware tools
that solve the problems of logical separation of networks and
ensuring their functionality. Mechanisms for connecting IP
communication networks are being developed, the set of
interfaces and parameters is being standardized, and
configuration and usage procedures are being simplified.
Models developed in the field of IP communication
networks mainly describe Quality of Service (QoS)
mechanisms. This allows for the standardization and
characterization of all parameters and norms of the quality
of services offered by IP communication network
technology [2].

Security is one of the main issues in the functioning of
any information exchange system. [P communication
networks and local IP computer network technologies are
closely related, incorporating not only advantages but also
certain disadvantages. In general, the set of potential threats
to the communication network and influencing factors can
be divided into two groups according to their origin: natural
and artificial.

The elements of Rapid Technological Communication
(RTC) networks [3] may be damaged or disabled as a result
of the impact of natural or artificial factors.

allZ https://orcid.org/0000-0002-8443-9250

Natural threats — threats to RTC networks and their
elements arising from physical processes or natural disasters
(earthquakes, thunderstorms, etc.) beyond human control.

Artificial threats — threats arising from human activity,
which can be divided into:

- unintentional (accidental) threats caused by errors in

design, software failures, or operator mistakes;

- intentional threats related to hacker activities and
malicious actions.

Natural factors are difficult to predict in advance, as well
as the damage caused by them. Artificial factors may
include, for example, railway communication networks,
powerful radio stations, high-voltage power lines,
mechanical influences, and, most importantly, modern
cyberattacks [4].

The degree of destructive influence of each factor on
RTC network elements determines their level of
inoperability and depends on the type, strength, scale, and
accuracy of the impact. In [P-based communication network
infrastructures, information security threats arise when a
channel is formed between the threat source and the
information source, creating conditions for security
violations. The severity of such threats depends on the type
of threat source, the vulnerability of the information source,
and the characteristics of the signal transmission
environment.

According to the type of source, threats to information
security can be divided into the following:

- threats related to organizations with high potential,
equipment, and motivation, acting in accordance
with political, economic, or other goals of the
railway company;

- threats related to organizations motivated by
economic or informational interests;

- threats related to the activities of individuals
(criminal elements).

Methods of influencing RTC networks [4] depend on the

capabilities of the threat source. A source that gains or
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attempts to gain unauthorized access is considered a violator
of information security. Such violators may act accidentally
or intentionally in their own interests, causing breaches of
information security in the network.

Violators are divided into two types:

- External violators — those without authorized access
to the network (foreign intelligence representatives,
members of criminal organizations, economically
motivated individuals).

- Internal violators — those with authorized access
(communication operators, developers, or suppliers
of technical components).

One of the main problems of RTC networks is
equipment failure. This can occur due to various reasons,
including  channel interruptions, interception  of
conversations, service theft, or spam attacks. Although no
cases of IP communication network violations have been
recorded in Uzbekistan so far, in other countries such
cyberattacks have led to significant economic losses and
disruption of technological processes [5].

2. Research methodology

Ensuring the cyber resilience of the communication
network involves identifying the main types of cyberattacks
and the methods of protection against them. The analysis of
the results described in these studies shows that, for railway
sections, the most effective approach for use in train
dispatcher communication networks is the implementation
of measures aimed at protecting network elements from
cyberattacks [6], i.e., threats posed by network intruders (NI)

(Fig 1).
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Fig. 1. Rules for network configuration

Specialized software and hardware. Although attacks
can be carried out at any level of the ISO/OSI model, the
most common ones occur at levels 3—4 and 7. Nowadays,
many software and hardware manufacturers offer ready-
made solutions to protect against network intruder (NI)
threats. Such software and hardware may resemble a small
server that allows protection against weak and medium-scale
DDoS attacks as well as other types of NI threats. In practice,
the following equipment is often used to neutralize intruders
[71:

- Firewalls with dynamic packet inspection;

- Dynamic SYN-proxy mechanisms;

- Limiting the number of SYN requests per IP address

per second;

- Limiting the number of SYN requests per remote IP

address per second;

- Installing ICMP flood filters on the firewall;

- Installing UDP flood filters on the firewall;

- Limiting the speed of routers connected to the

firewall and the network.

Filtering and blocking traffic from attacking machines
allows us to mitigate or completely neutralize the attack.
When this method is applied, incoming traffic is filtered
according to specific rules defined during the configuration
of filters.

Network firewalling [8] is considered a highly effective
method of protection against cyberattacks. A network
firewall is a set of hardware or software tools that control
and filter network packets passing through it in accordance
with predefined rules.

Fig 2 shows the scheme of organizing the data
transmission network of a railway station communication
node using a firewall.
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Fig. 2. Communication center of the railway station

The main function of network firewalling (firewall) is to
protect computer networks or individual nodes from
unauthorized access. In addition, firewalls are often referred
to as filters, since their primary task is to block packets that
do not meet the criteria specified in the configuration (i.e.,
filtering).

When a firewall is connected to a data transmission
network (DTN), most modern firewalls perform the
following functions [9]:

- attack detection;

- antivirus scanning to search for known virus

signatures in traffic;

- tools for monitoring the integrity of files on a

personal computer;

- tools for routing and proxying traffic (proxy

servers).

The principle of operation of a firewall is to protect a
network or computer from threats originating from the
Internet. Each computer in a network has its own IP address,
and data is transmitted through the network in IP packets.
When data is transmitted, each IP packet contains the IP
addresses of the sender and receiver. Accordingly, packets
are delivered to recipients based on IP addresses.

However, typically, several applications run on a
computer, and most of them require network access. In order
for applications to interact in a network according to
standards, they use special protocols [9]. For example, e-
mail requires SMTP (Simple Mail Transfer Protocol), a web
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browser requires HTTP (Hyper Text Transfer Protocol), and
so on. Each protocol uses specific network ports, and their
numbers are defined in standards. Thus, for SMTP the port
is 25, and for HTTP it is 80.

Malware such as worms and trojan horses, as well as
other malicious programs, can also use network ports and
protocols to gain access to victims’ devices, spread to other
devices in the network, and transmit confidential computer
data to hackers. Therefore, all ports and protocols that are
not used in the direct operation of the computer should be
“closed” using a firewall.

Modeling DoS Attacks in IP Communication Networks:
Theory, Impact, and Mitigation [10].

The purpose of Denial of Service (DoS) attacks is to
disrupt the normal operation of a network or server, which is
usually carried out by overloading resources through
excessive requests. In IP communication networks, such
attacks cause packet loss and increased latency, mainly due
to unencrypted traffic and limited resources. For Rapid
Technological Communication  (TTA) networks,
particularly train dispatcher communication systems used in
railway sections, this poses a serious threat to security and
train traffic safety [10].
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Fig. 3. DoS attack

A simulation was conducted in the MATLAB
environment using 1000 packets under normal and DoS
conditions:

- Normal conditions: packet loss 5%, average latency

~20 ms.

- DoS conditions: packet loss 30%, average latency
~100 ms. Random probabilities and noise were
introduced to approximate real network conditions.

- Simulation results:

- In normal conditions: approximately 50 packets
were lost (5%), 950 packets successfully delivered,
with an average latency of ~20 ms.

- In DoS conditions: approximately 300 packets were
lost (30%), 700 packets successfully delivered, with
an average latency of ~100 ms.

These results indicate that during a DoS attack, packet

loss increases threefold and latency increases fivefold.

Recommended Mitigation Measures

- Traffic Encryption — Encrypting IP communication
network traffic to reduce the risk of data theft by
attackers.

- Strengthening QoS Mechanisms — Developing
specialized tools (e.g., SBC) to manage network load
and ensure service quality.

- Real-Time Monitoring — Implementing dedicated
monitoring systems to detect DoS attacks.

- Optimizing Network Resources — Enhancing server
and network capacity to withstand DoS attacks.

The results of the conducted simulation demonstrate that
DoS attacks have a significant negative impact on IP
communication networks—Ileading to increased packet loss
and latency, which jeopardizes the safety of railway
communications. The practical implementation of these
mitigation measures is crucial for protecting RTC networks
from cyber threats and ensuring stable communication in
railway sections.

Reliability Model of the TTA Network for N Stations.
For the reliable operation of the Rapid Technological
Communication (TTA) network in a railway section, all
station elements along the section must function correctly.
This condition can be represented mathematically as
follows. Logical condition for the correct operation of the
TTA network sections of the railway segment (1).

Ki.element(tf) = frailway section(tf)
= felement.st.A(tf) A felement.st.B(tf) A
A /‘;:lement..st.N(tf) (1)
felement..st — denotes the reliability function of the n-th
station element at time ty;

A — represents the logical AND operation, meaning that
the overall system works correctly only if all station
elements operate reliably;

Ki_elemem(tf) — the overall reliability condition of the
TTA network in the railway section.

Thus, the overall reliability of the TTA network in a
railway section with NV stations is determined by the product
of the reliabilities of each individual station. If any single
station element fails, the overall reliability of the section’s
TTA network decreases significantly.

Based on formula (1), the dynamic change of reliability
of the TTA network in the railway section is obtained (Fig
4).

Kisi () NI Normal condition indicator
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Fig. 4. Variation of the readiness coefficient of the RTC
network in the railway section
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As can be seen from Figure 4, after 110 days of operation
(on an annual scale), the availability coefficient of the RTC
network in the railway section did not meet the required level
of reliability. This, in turn, necessitated additional
maintenance and recovery measures, as well as the
development of scientific and technical solutions aimed at
improving the readiness coefficient of the RTC network in
the selected area [11].

By applying the developed scientific and technical
solutions to enhance the reliability of the communication
network in the railway section, significant improvements can
be achieved. These results are calculated based on formula

(1).

200000
150 000 /
100 000

50000 P

02024 02025

v n
January February  March  April  May  June  July August September Ociober  November December

Fig. 5. Variation of the readiness level of the
communication network under DDoS attacks by months
during the implementation of scientific and technical
solutions developed for the railway section

The analysis of the obtained results shows that the
practical implementation of the proposed scientific and
technical solutions significantly improves the reliability
level of the RTC network in the railway section, while also
taking into account potential cyber impacts on network
elements. The achieved results meet the requirements of
information security system standards, ensuring that, on an
annual scale, the average number and duration of failures or
malfunctions in dispatcher-level networks do not exceed 10
minutes [12].

3. Conclusion

Based on the conducted research, scientific approaches
for assessing the reliability and ensuring the cyber resilience
of IP-based RTC networks in railway sections have been
developed. Simulation results identified the risks of DoS
attacks and evaluated their impact on packet loss and
latency.

As a result of the analysis, technical solutions such as
traffic encryption, strengthening QoS mechanisms [12], real-
time monitoring, and the use of firewalls were proposed for
train dispatcher communication systems.

The practical implementation of these solutions
improved the readiness coefficient of RTC networks,
ensured compliance with international information security
standards, and contributed to enhancing overall transport
safety.
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